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Cyber Security Frequently Asked Questions (FAQs) 

Spyware

Q. 
What is spyware?

A. 
Spyware is software installed on your computer without your consent to monitor or control your computer use. 

Q. 
How do I know if spyware is on my computer?

A. 
Clues that spyware is on your computer include:

· a barrage of pop-up ads

· hijacked browser - a browser that takes you to sites other than those you type into the address box

· unexpected toolbars or icons on your computer screen

· keys that don't work; for example, the "Tab" key that might not work when you try to move to the next field in a Web form

· random error messages

· sluggish performance when opening programs or saving files

Q. 
How can I lower my risk of spyware infections?
A. 
Here are some easy tips to lower the risk of spyware infections:

· update your operating system and Web browser software, and set your browser security high enough to detect unauthorized downloads

· use anti-virus and anti-spyware software, as well as a firewall, and update them all regularly

· download free software only from sites you know and trust. Sometime free software downloads frequently bundle other software, including spyware

· don't click on links inside pop-up windows

· don't click on links in spam that claim to offer anti-spyware software; you may unintentionally be installing spyware

Q. 
What do I do if I have spyware on my computer?
A. 
If you think your computer might have spyware on it, experts recommend you take three steps: Get an anti-spyware program from a vendor you know and trust. Set it to scan on a regular basis — at least once a week — and every time you start your computer, if possible. And delete any software programs the anti-spyware program detects that you don't want on your computer.

To find out more on spyware go to spotlight.getnetwise.org/spyware/ and www.staysafeonline.org

