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Cyber Security Frequently Asked Questions (FAQs) 

Social Networking Sites

Q. 
What are social networking sites?
A.
Social networking sites are the hippest "meet market" around, especially among tweens, teens, and 20-somethings. These sites encourage and allow people to exchange information about themselves, and use blogs, chat rooms, email, or instant messaging to communicate with the world-at-large. 

Q. 
What are the concerns with social networking sites?

A.
While social networking sites provide adults and children with valuable services, they can increase exposure to people who have less-than-friendly intentions, including hackers, fraudsters and Internet predators.

Q. 
What can I do to protect my children from the harms of social networking sites?

A.
Here are 5 tips for helping your kids use these sites safely:

· Supervise Computer Use: Keep the computer in an open area and be aware of other computers and other devices children may be using outside of the home. 

· Keep the Lines of Communication Open: Use the Internet with your child.  Talk to your kids about their online habits. 

· Describe the potential dangers that exist on social networking sites, and explain how to avoid such dangers like not giving out personal information, or limiting the amount of detailed information on their profile or blog.
· Virtual Parenting: Set-up the family’s Internet service accounts.  Parents should take an active role in setting up Internet service accounts, including any online community services children may join.
· Restrict Access: Use privacy settings to restrict access to the child’s website. 

· Be a Technical Geek: Secure the family computer by regularly updating the operating system and installing a firewall, and up-to-date anti-virus and anti-spyware software
Useful Links:

Federal Trade Commission — www.OnGuardOnline.gov 

GetNetWise — www.GetNetWise.org

Internet Keep Safe Coalition — www.iKeepSafe.org

i-SAFE — www.i-Safe.org

National Center for Missing and Exploited Children — www.MissingKids.com; www.NetSmartz.org

National Cyber Security Alliance — www.StaySafeOnline.org

